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Use of Information and 
Communications Technology Policy and 

Procedure 
Purpose 

1. This Policy sets the Australian International Institute of Higher Education’s (‘the Institute’) 
expectations with regard to students’ use of the Institute’s information and communications 
technology (ICT) systems and resources. 

Scope 

2. This Policy applies to: 
a) all students 
b) all information technology tools and resources as outlined in the Definitions. 

3. Arrangements for the management of the Institute’s technology tools and resources, including 
access, support and security, are outlined in the ICT Management Plan. 

Definitions 

4. For the purposes of this Policy: 
a) Information and Communications Technology (ICT) means technological tools and 

resources used to transmit, store, create, share or exchange information that are provided 
by the Institute, including email account, student portal, learning management system, 
online library collection, access to the internet, and general and specialist software.  

Policy 

Principles 

5. The Institute is committed to providing a safe, respectful, cooperative and productive 
educational environment. The Institute gives students access to IT systems and resources to 
support their studies at the Institute, including for the sharing of subject information, group 
work but also for general interactions between students. 

6. The Institute aims to safeguard the privacy, availability, integrity, security, safety, and usability of 
ICT systems and resources. The achievement of these aims is supported by the collaboration of 
students who are expected to use the ICT systems and resources provided by the Institute for 
the purpose of their studies, responsibly, safely, securely, and lawfully.  

7. The provisions of the Institute’s Student Code of Conduct apply to the use of ICT systems and 
resources. This Policy complements, and is not a substitute for, the Student Code of Conduct. A 
breach of the principles for the use of ICT may lead to disciplinary action, up to cancellation of 
enrolment. 
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Proper purpose  

8. Students should use ICT systems and resources for the purpose of their studies at the Institute. 
This includes: 
a) limiting personal use (e.g. communicating with family) 
b) not engaging in commercial activity.  

Responsible use 

9. Students must use ICT systems and resources responsibly. This includes: 
a) not causing damage to the systems and resources 
b) not interfering with their normal functioning 
c) reporting any dysfunction to the Institute staff. 

Safety 

10. Students must not pose a risk to their, or others’, safety while using ICT systems and resources. 
This includes: 
a) displaying the same standards of behaviour online as on campus 
b) conducting themselves in a respectful manner 
c) not downloading, uploading, or publishing harmful content 
d) protecting their own, and others’, privacy. 

Security 

11. Students must preserve the confidentiality of their access details. This includes: 
a) not sharing their login details with anyone 
b) regularly changing their password 
c) seeking guidance from Student Services if they believe their access details may have been 

compromised. 
12. Students must not access, or attempt to access, ICT systems and resources without authorisation 

from the Institute.  
13. Students must not compromise the security of ICT systems and resources. This includes not 

downloading, uploading, or using unauthorised software. 

Lawfulness 

14. Students must not handle any unlawful material. This includes not downloading, uploading, or 
publishing illegal content. 

15. Students must not breach intellectual property rights. This includes: 
a) appropriately identifying sources when reproducing content; and 
b) not downloading, uploading, or using illegally sourced software or content. 
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Procedure 
ICT risk management 

16. The Institute adopts a risk-based approach to the management of ICT systems and resources and 
implements a range of controls for preventing and mitigating risks to student and business 
outcomes, including safety, academic integrity, and availability of services. 

17. Use of ICT systems and resources is monitored by the Institute. 
18. The Institute may suspend or cancel student access to ICT systems and resources on an 

individual or general basis without notice. 
19. Where there is reason to believe a criminal offence may have been committed, the Institute will 

report the incident to Queensland Police. 
20. The Institute provides students with guidance on the safe and secure use of ICT systems during 

orientation and issues regular reminders on online safety. 
21. The Institute provides support services relevant to the use of ICT systems and resources, 

including introduction to the learning management system, use of ICT facilities on campus, and 
support services for online incidents. 

22. The Institute will investigate all reported incidents, hazards, or near misses in accordance with 
the applicable policy, including the Work Health and Safety Policy, Academic Integrity Policy, and 
the Student Misconduct Policy.  

Monitoring and improvement 

23. The Institute collects data on the use of ICT by students. Student feedback is sought on their 
experience of ICT systems and resources at the Institute, including online safety, security, system 
integrity, usability, and support services. 

24. The Institute uses the collected data to monitor trends in breaches of the principles for the use 
of ICT and of breaches of ICT security. 

25. The Institute will improve its strategies for the acceptable use of ICT based on the collected data. 
26. The Institute will benchmark its performance against relevant industry data and will establish 

targets as appropriate. 
27. The Governing Council receives an annual report on the adequacy and effectiveness of its 

strategies. 

Appeals 

28. A student may appeal against a decision made under this Policy under the provisions outlined in 
the Student Appeals Policy and Procedure. 

Records 

29. Records of any breaches of this Policy will be maintained according to the provisions of the 
Student Misconduct Policy and Procedure. 

Responsibilities 

30. Students are responsible for: 
a) abiding by the principles included in this Policy and taking active steps to prevent 

inadvertent breaches 
b) reporting any online incident, hazard, or near-miss to Student Services or in accordance with 

the relevant policy as applicable.  
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31. ICT Manager is responsible for:  
a) Supporting Course Coordinators in maintaining the Learning Management System, 

Marketing and Admission Officer in maintaining the Institute’s website, Student Services 
Manager in maintaining the Student Management System and records management, 
Librarian in maintaining the Library Management System, and the CEO in maintaining other 
required applications 

b) maintaining ICT infrastructures on all campuses.  
32. The Audit and Risk Committee is responsible for including ICT resources in its regular monitoring 

and risk management activities.  
33. The Chief Executive Officer is responsible for: 

a) coordinating risk management activities for the use of ICT by students through the Executive 
Management Team, in particular, identification of the Institute’s and students’ exposure to 
safety, privacy, and interference risks 

b) arranging an orientation module on acceptable use of ICT and regular evidence-based 
educational campaigns on online safety and security. 
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